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Evaluation of Safety-
Critical Software

Methods and approaches for testing the reliability and trustworthiness of
software remain among the most controversial issues facing this age of high
technology. The authors present some of the crucial questions faced by
software programmers and eventual users.

David L. Parnas, A. John van Schouwen, and Shu Po Kwan i

It is increasingly common {o use programmable com-
puters in applications where their failure could be life-
threatening and could result in extensive damage. For
example. computers now have safety-critical functions
in both military and civilian aircrafl, in nuclear plants,
and in medical devices. It is incumbent upon those
respansible for programming, purchasing, installing.
and licensing these systems to determine whether or
not the software is ready to be used. This article ad-
dresses questions that are simple to pose but hard to
answer. What standards must a software product satisfy
if it is to be used in safety-critical applications such as
those mentioned? Whal documentation should be re-
quired? How much testing is needed? How should the
software be structured?

This article differs from others concerned with soft-
ware in safety-critical applications, in that it does not
attempt to identify safety as a property separate from
reliability and trustworthiness. In other words, we do
nol altempt to separate safety-critical code from other
code in a product used in a safety-critical application.
In our experience, software exhibits weak-link behavior,
that is failures in even the unimportant parts of the
code can have unexpected repercussions elsewhere,
For a discussion of another viewpoini, we suggest the
work of N. G. Leveson [6, 7, 8],

We favor keeping safety-critical software as small and
simple as possible by moving any functions that are not
safety critical to other computers. This further justifies
our assumption that all parts of a safely-critical soft-
ware product must be considered safety critical.

WHY IS SOFTWARE A SPECIAL CONCERN?
Within the engineering community software systems
have a reputation for being undependable, especially in
the first years of their use. The public is aware of a few
spectacular stories such as the Space Shuttle flight that
was delayed by a software timing problem, or the Ve-
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nus probe that was lost because of a punctuation error.
In the software community, the problem is known to be
much more widespread.

A few years ago, David Benson, professor of Com-
puler Science al Washington State University, issued a
challenge by way of several electronic bulletin board
systems. He asked for an example of a real-time system
that functioned adequately when used for the first time
by people other than its developers for a purpose other
than testing. Only one candidate for this honor was
proposed, but even thal candidate was controversial. It
consisted of approximately 18,000 instructions, most of
which had been used for several years befare the “first
use.” The only code that had not been used before that
first usa was a simple sequence of 200 instructions that
simulated a simple analogue servomechanism. That in-
struction sequence had been tested extensively against
an enalogue model. All who have looked at this pro-
gram regard it as exceptional. If we choose to regard
this small program as one that worked in its first real
application, it is the proverbial “exception that proves
the rule.”

As a rule software systems do not work well until
they have been used, and have failed repeatedly, in
real applications. Generally, many uses and many
failures are required before a product is considered
reliable. Software products, including those that have
become relatively reliable, behave like other products
of evolution-like processes; they often fail, even years
afier they were built, when the operating conditions
change.

While there are errors in many engineering products,
experience has shown that errors are more common,
more pervasive, end more troublesome, in software
than in other technologies. This information must be
understood in light of the fact it is now standard prac-
tice among software professionals to have their product
go through an extensive series of carefully planned
tests before real use. The products fail in their first real
use because the situations that were not anticipated by
the programmers were also overlooked by the test plan-
ners. Most major computer-using organizations, both
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military and civilian, are investing heavily in searching
for ways to improve the state of the art in software.
The problem remains serious and there is nosign of a
"silver bullet.” The most promising development is the
work of Harlan Mills and his colleagues at IBM on a
soltware developmen! process known as “clean room”
[3. 9. 12]. Mills uses randomly selected tests. carried out
by an independent testing group. The use of randomly
generated {est data reduces the likelihood of shared
oversights, We will discuss this approach in more detail
later in this article,

WHY 15 SOFTWARE USED?

If sofiware is so untrustworthy, one might ask why en-
gineers do not avoid it by continuing to use hard-wired
digital and analogue hardware. Here, we list the three
main advantages of replacing hardware with software:

1. Software technology makes it practical to build more
logic into the system. Software-controlled computer
systems can distinguish a large number of situations
and provide output appropriate to each of them.
Hard-wired systems could not obtain such behavior
without prohibitive amounts of hardware, Program-
mahle hardware is less expensive than the equiva-
len! hard-wired logic because it is regular in struc-
ture and it is mass produced. The economic aspects
of the situation also allow software-controlled sys-
tems to perform more checking; reliability can be
increased by periedic execution of programs that
check the hardware.

2. Logic implemented in software is, in theory, easier
1o change than logic implemented in hardware.
Many changes can be made withoul adding new
components. When a system is replicated or located
in a physical position that is hard to reach, it is far
easier to make changes in software than in hard-
ware.

3. Computer technology and software flexibility make
it possible to provide more information io operators
and to provide that information in a more useful
form. The operator of a modern software-controlled
syslem can be provided with information that would
be unthinkable in a pure hardware system. All of
this can be achieved using less space and power
than was used by noncomputerized systems.

These factars explain the replacement of hard-wired
sysiems with software-controlled systems in spite of
software's repulation as an unreligble technology.

HOW ARE SOFTWARE CONTROLLERS
LIKE OTHER CONTROLLERS?
In the next section we will argue that software tech-
nology requires some refinements in policies and stan-
dards because of differences between software and
hardware technology. However, it is important lo rec-
ognize some common properties of software and hard-
ware control systems.

In the design and specification of control systems,
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engineers have long known how to use a black box
mathematical model of the controller. In such models,
(1) the inputs to the controller are described as mathe-
matical functions of certain observable environmental
state variables, (2] the outputs of the controller are de-
scribed as malthematical functions of the inputs, (3) the
values of the controlled environmental variables are
described as mathematical functions of the controller's
oulputs, and [4) the required relation between the con-
trolled variables and ohserved variables is described. 11
i5 then possible to confirm that the behavior of the
controller meets ils requirements,

It is important to recognize that, in theory. software-
implemented controllers can be described in exactly
the same way as black box mathematical models. They
can also be viewed as black boxes whose output is a
mathemaltical function of the input. In practice. they
are not viewed this way. One reason for the distinclion
is that their functions are more complex [i.e. harder to
describe) than the funclions that describe the behavior
of conventional controllers. However, [4] and [17] pro-
vide ample evidence thal requirements for real systems
can be documented in this way. We return o this
theme later.

HOW 1S SOFTWARE DIFFERENT FROM

OTHER CONTROLLER TECHNOLOGIES?

Software problems are often considered growing pains
and ascribed to the adolescent nature of the field. Un-
fortunately there are fundamental differences between
software and other approaches that suggest these prob-
lems are here to stay.

Complexity: The most immediately obvious difference
between software and hardware technologies is their
complexity. This can be observed by considering the
size of the most compact descriptions of the software.
Precise documentation, in a reasonably general nota-
tion, for small software systems can fill a bookecase.
Another measure of complexity is the time it takes for
a programmer to become closely familiar with a system.
Even with small software systems, it is common to find
that & programmer requires a year of working with the
program before he/she can be trusted to make im-
provements on his/her own,

Error Sensitivity: Another notable property of software
is its sensitivity to small errors. In conventional engi-
neering, every design and manulfacturing dimension
can be characterized by a lulerance. One is not re-
quired to gel things exactly right; being within the
specified tolerance of the right value is good enough,
The use of a tolerance is justified by the assumption
that small errors have small consequences. It is well
known thatl in software, trivial clerical errors can have
major consequences, No useful interpretation of toler-
ance is known for software, A single punctuation error
can be disastrous, even though fundamental oversights
sometimes have negligible effects.

Hard to Test: Software is notoriously difficult to test
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adequately, Il 1s common to find a piece of software
that has been subjected to a thorough and disciplined
testing regime has serious flaws. Testing of analogue
devices is based on interpolation. One assumes Lhal de-
vices Thal function well al two close points will func-
tion well at points in-between. In soltware thal assump-
tion is nol valid. The number of cases that must be
tested in order lo engender confidence in a piece

of software is usually extremely large. Maoreover, as
Harlan Mills has pointed out, "testing carried out by
selected test cases, no matter how carefully and well-
planned, can provide nothing but anecdotes” [3, 8, 12].

These properties are fundamenial consequences of
the fact that the mathematical functions implemented
by software are nol continuous functions, but functions
with an arbitrary number of discontinuities, The lack of
continuity constraints on the functions describing pro-
gram effects makes it difficult to find compact descrip-
tions of the seftware. The lack of such constraints gives
software its flexibility. but it also allows the complex-
ity, Similarly, the sensitivity to small errors, and the
testing difficullies, can be traced to fundamental math-
emaltical properties; we are unlikely to discover a mira-
cle cure. Great discipline and careful scrutiny will al-
ways be required for safety-critical software systems.

Correlated Faflures: Many of the assumptions normally
made in the design of high-reliability hardware are in-
valid for software. Designers of high-reliability hard-
ware are concerned with manufacturing failures and
wear-out phenomena. They can perform their analysis
on the assumption that failures are not strongly corre-
lated and simultaneous failures are unlikely, Those
who evaluate the reliability of hardware systems
should be, and often are, concerned about design errors
and correlated failures; however in many situations the
effects of other types of errors are dominant.

In software there are few errors intreduced in the
manufacturing ([compiling) phase: when there are such
errors they are systematic, not random. Software does
not wear oul. The errors with which software reliabil-
ity experts must be concerned are design errors. These
errors cannot be considered statistically independent,
There is ample evidence thal. even when programs for
a given task are wrilten by people who do not know of
each ather, they have closely related errors [6. 7, 8).

In contrasi to the situation with hardware systems,
one cannot oblain higher reliability by duplication of
software components. One simply duplicates the errors,
Even when programs are written independently, the
oversights made by one programmer are often sharod
by others. As a result, one cannot count on increasing
the reliability of software systems simply by having
three computers where one would be sufficient
[6. 7. 8).

Lack of Professional Standards: A severe problem in the
software field is that, strictly speaking, there are no
software engineers, In contrast lo older engineering
fields, there is no accrediting agency for professional
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software engineers. Those in software engineering have
not agreed on a set of skills and knowledge that should
be possessed by every sofiware engineer. Anyone with
a modicum of programming knowledge can be called a
software engineer. Often, critical programming systems
are built by people with no postsecondary training
about software. Although they may have useful knowl-
edge of the field in which the software will be applied,
such knowledge is not a substitute for understanding
the foundations of soflware technology.

SOFTWARE TESTING CONCERNS

Some engineers believe one can design black box lests
without knowledge of what is inside the box, This is,
unfortunately, not completely true, If we know that the
contents of a black box exhibit linear behaviar, the
number of tests needed to make sure it would function
as specified could be quite small. If we know that the
function can be described by a polynomial of order “N."
we can use that information to determine how many
lests are needed. If the function can have a large num-
ber of discontinuities, far more tests are needed. That is
why a shift from analogue technology 1o software
brings with it a need for much more testing.

Built-in test circuitry is often included in hardware
to perform testing while the product is in use. Predater-
mined values are substituted for inputs, and the out-
puts are compared to normative values. Sometimes this
approach is imitated in software designs and the claim
is made that built-in online testing can substitute for
black box testing. In hardware, built-in testing tests for
decay or damage. Software does not decay and physical
damage is not our concern. Software can be used to test
the hardware, but its value for testing itself is quite
doubtful., Software self-testing does increase the com-
plexity of the product and, consequently, the likelihood
of errar, Moreover, such testing does not constituie ade.
quate testing because il usually does not resemble the
conditions of actual use.

The fundamental limitations on testing menticned
earlier have some very practical implications.

We cannot test software for correctness: Because of the
large number of states (and the lack of regularity in its
structure), the number of states that would have ta be
tested to assure that software is correct is preposterous.
Testing can show the presence of bugs, but, except for
toy problems. il is not practical to use testing to show
thal software is free of design errors.

It is difficult to make accurate predictions of software relia-
bility and availability: Mathematical models show Lhal
it is practical to predict the reliability of software, pro-
vided that one has pood statistical models of the actual
operating conditions. Unfortunately, one usually gains
that information only after the system is installed. Even
when a new system replaces an existing one, differ-
ences in fealures may cause changes in the input distri-
bution. Nonetheless, in safety-critical situations, one
musl altempt to gat and use the necessary siatistical
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