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Error-Free Software
Remains Extremely Elusive

Robart L. Glass

o i which | present evidence to oppose the notion that sftwoers con commonly be bull arrar-frea

ne of the more interesting questions
in software engineering today is “Is
it possible to produce error-free

software?"

Advocates of various technological ad-
vances tend to argue that, with whatever ap-
proach they are advocating, error-
free software is indeed possible.
Software old-tmers are, at” best,
dubious,

A recent study casts impaortant
light on this issue. Thar study sers
out to explore the related ques-
ton “Can state-of-the-art sofi-
ware engineering methods guar-
antee reliability?” As it turns out,
perhaps surprisingly, the answer
was “no.”

Two approaches, similar resulis

In the study, two practitioner teams im-
plemented a single real-time personnel-
badge-reading application, employing owo
very different software development ap-
proaches.) The “CMM4” tecam used a wa-
tecfall-based, relatively traditional, ap-
proach, relying on UML (Unified Modeling
Language) and Rational Rose and their Ca-
pability Marurity Model Level 4 status to
produce the required product reliability. The
“ForMAL™ team used formal methods, in-
cluding the functional programming lan-
guage Haskell, and Specware, a ool for for-
mal specification,

Both teams aimed to produce a product
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that was reliable 90+ percent. When the
smoke had cleared, both teams believed their
product met its reliability requirements. Both
were quite wrong!

The researchers divided the reliability test

results into two failure categories:

® Level 1 failures bring the system to a crit-
1cal state (in general, these failures were
unrecoverable), The required reliabiliry
was 29 percent.

B Level 2 failures are less severe; they can
be worked around. The required reliabil-
ity was 20 percent.

CMM4 was reliable ar only the 56-per-
cent level for irs Level 1 tests and ar the 97-
percent level for Level 2, FormalL hit 77 per-
cent for Level 1 and 65 percent for Level 2.
So, CMM4's results were less successful be-
cause their failure rate for the most severe
results was worse, althongh CMM4 did
pass the test for Level 2 failures.

What went wrong?

CMM4 misjudged the ser of customer re-
quirements for the product, pronounced
thar ser “one of the best ever,” and imple-
mented it without further questions. Mo de-
signers or implementors analyzed the re-
quirements, which made spotting their aws
{predominantly ambiguity) impossible,

As rime passed, and the team found freelf
increasingly unable to meet the “generous”
schedule and cost constraints, they sacrificed
Level 4 processes and reverred to Levels 1
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and 2. A junior programmer had dif-
ficulty using some new object-ori-
ented tools, so the team conscripted
some senior-level “heroes” w oy to
recover from the problem. They also
tried to scale down the CMM Level 4
approaches to match this smaller pro-
ject’s needs; thar scaling down, ac-
mrdmg to the auﬂm:s, proved “mad-
equate.”

Om the positive side, the authors
claim that “documentation of the
process was very good and the code
should be easy to maintain.™

FosMaL, in contrast, did a largely
excellent job with the requirements
analysis. However, they lost some of
the requirements owing to a lack of
process.

Things began to fall apart when the
two senior people who did all the proj-
ect’s tasks got into the coding phase.
The expected automatic code genera-
tion from specifications, performed
with Specware, was “a major under-
taking,” with “technical incomplete-
ness” (for example, *a simple assign-
ment statement needed refinement by
the ... tool supplier™). Code generation
consumed so much tme and resources
that, once again, the team could not
meet the expectedly generous sched-
ule. In this case, the team sacrificed the
specification-theorem-proving that it
had planned to perform. And, unlike
the other team, “the development
process was poorly documented.” The
study™s authors make no comment
about the code's maintainability.

The authaors are reluctant to gener-
alize their findings, on the grounds that
the tasks were too simple to be repre-
sentative. However, it is apparent that,
if a predefined reliability figure could
not be met on a fairly simple project,
no mater which of the two develop-
ment approaches were taken, then
achieving such reliability targets on
more complex assipnments is unlikely.

Which, many would say, leads toa
fairly straightforward answer to our
original question. No marer how
traditionally conservative or sophisti-
catedly avant garde the software de-
velopment approach, it is unlikely

that we can, at this point in the field’s
history, build error-free sofrware.

Inadequate estimation;
inadequate processes?

Before we leave this study’s find-
ings, let's examine more closely two
facets of the results that I mentioned
earlier in passing:

®m Both teams failed ro meet their
cost and schedule requirements,
even though these requirements
were originally conceived to be
generous.
®m Both teams tried to shortcur
processes they had expected to
to play catch-up with their
schedule problems.

These results are not, of course, un-
usual for a sofrware project. Cost and
schedule failures, | would assert, far
exceed any other kinds of software
failures in practice. That the reams ex-
pected that these targets were gener-
ous, however, makes this simation
particularly interesting, Apparently,
even with favorable estumates, soft-
ware people have an exceedingly diffi-
No wonder sofrware projects fre-
quently fail to achieve the normally
terribly optimistic targets set for them.

The shortcutting presents an even
more interesting issue. When a team
of software practitioners eschews its
processes under schedule pressure,
there are two possibilities:

® They are responding poorly to
that pressure,

B They are shucking processes that
they believe to be of marginal value
anyway.

We have no clue as to which of the
two held in this srady. You could eas-
ily imagine that the first possibility is
true. But I have one concern about
that. In a recent Softusre Develop-
mgnt magazine conference presenta-
tion, Karl Wiegers asserted that soft-
ware people should “never ler anyone
talk you into doing a bad job.” 1 be-
lieve that most practitioners would
agree with that position and that few
would willingly shorecur a process
they believed was important. Because
of that, I can't help but wonder about
the second possibility. Did the CMM4
team really believe thar Level 4
processes were an improvement over
Levels 1 and 27 Did the FORMAL team
really believe that the specification-
theorem-proving they had intended o
do was important? Perhaps a follow-
up to this study could answer those
questions,
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