The Risks of Software |

Programming bugs have disrupted telephone service and delayed shuttle |
launches. An inherent uncertainty in reliability may mean limiting

a computers role, especially in systems where software is critical for safety |

by Bev Littlewood and Lorenzo Strigini I

ost of us have experienced some
kind of problemn related to com-
_puter failure: a bill mailed in er-
ror or a day's work destroyed by some
mysterious glitch in a desktop comput-
eT. Such nuisances, often caused by soft-
ware faults, or “bugs,” are merely incon-
venient when compared with the conse-
quences of computer failures in critcal
systems. Software bugs caused the se-
ries of large-scale outages of telephone
service (o the US. A software problem
may have prevenied the Patriot missile
system from macking the Iragi Scud
missile that killed 28 American soldiers
during the Gulf War. Indeed, software
faults are penerally more insidious and
much more difficult to handle than are
physical defects.

The problems essentally arise from
complexity, which increases the possi-
bility that design faults will persist and
emerge in the final product. Convention-
al engineering has made great strides in
the understanding and control of phys-
ical problems. Although design faults
dre sometmes present in material prod-
ucts that do not contain computers, the
relative simplicity of such machines
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has made design reliability less serious
than it has become for software. The
concerns expressed here, incidentally,
go far beyond exotic military and aero-
space products. Complex software is
finding critical roles in more mundane
areas, such as four-wheel steering and
antlock braking in automobiles.

In this article we examine some major
reasons for the uncertainty concerning
software reliability and argue thar our
ability 1o measure it falls far short of the
levels that are sometimes required. In
critcal systems, such as the safety sys-
tems of a dangerous chemical plant, it
may be that the appropriate level of
safety will be puaranteed only if the role
of software 5 limited.

n theory at least, software can be

made that s free of defects. Unlike

materials and machinery, software
does not wear out. All design defects are
present from the time the software is
lpaded into the computer. In principle,
these faults could be removed once
and for all. Furthermore, mathematical
proof should enable programmers to
guarantee correciness.

Yet the goal of perfect software re-
mains elusive. Despite riporous and sys-
tematic testing, most large programs
contain some residual bugs when de-
livered. The reason for this is the com-
plexity of the source code, A program
of only a few hundred lines may con-
tain tens of decisions, allowing for thou-
sands of alternatve paths of execu-
ton (programs for fairly citical applica-
tions vary between tens and millions of
lines of code), A program can make the
wrong decision because the particular
inputs that miggered the problem had
not been used during the test phase,
when defects could be corrected, The
situation responsible for such inputs
may even have been misunderstood or
unanticipated: the designer either “cor-
recly” programmed the wrong reaction
or failed 1o take the situadon into ac-
count altogether. This type of bug is the
most difficult to eradicate,
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FATRIOT MISSILE streaks over Tel Aviv
to intercept an incoming Iragi Scud mis-
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sile during the 1991 Gulif War. On some occasions the saftware

venting the missiles from locating and dertrnvlng their Scucd
controlling the Patriot's racking system may have failed, pre-

targets. One such faflure led to the deaths of 28 1.5 soldiers,
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SOFTWARE FAULTS persist even in well-debugged programs. Edward N. Adams of
[EM found that bugs that remained in a system were primarily “5,000-year” bugs—
that is, each of them would produce a failure only once in 5,000 years (top). Such
faults make debugging an exercise in diminishing returns; in the test of a military
command-and-control system (bottom), the time needed to remove the bugs begins
to outpace by far the resulting improvement in the estimated reliability, measured
in terms of estimated achieved mean time to failure. For visual clarity, the graphs

have been plotted on different ime scales.

flexibllity that programming affords
tempt workers to ignore these princ-
ples. Endrely new applications can be
designed with apparent ease, giving a
false sense of security to developers and
clients who are not familiar with prob-
lems specific to software, Even the ad-
dition of novel features to a program
may produce unexpected changes in
existing feamres,

he problems of embedding com-

plex decision rules In a design

and forecastng the behavior of
complex discontinuous systems are not
limited to software. Designers of high-
ly complex digital integrated circuits
encounter similar problems, Software,
however, is sdll the predominant medi-
um for embodying exmemely complex,
specialized decsion rules,

In addition to unintentional design
bugs, flaws deliberately introduced 10
COMPromise a system can cause unac-
ceptable system behavior, The issue of
ComPpUter security, privacy and encryp-

G4

tion requires special consideration that
lies beyond the scope of this article
[see "Achieving Electronic Privacy," by
David Chaum; SCIENTIFIC AMERICAN,
August],

Given that perfect software is a prac-
teal impossibility, how can we decide
whether a program is as reliable as it is
supposed to be? First, safety reqguire-
ments must be chosen carefully to re-
flect the nature of the application. These
requirements can vary dramatically from
one application to another. For exam-
ple, the U.5. requires that its new air-
raffic conrol system cannot be unavail-
able for more than three seconds a year,
In civilian airliners, the probability of
cerfain catastrophic failures must be
no worse than 10-9 per hour.,

In setting reliability requirements for
compuiers, we must also take into ac-
count any exira benefits that a comput-
er may produce, because not using a
particular system may itself inmur harm,
For example, military alreraft are by
necessity much more dangerous to fly
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than are civilian ones. Survival in com-
bat depends on high performance,
which forbids conservatve design, and
4 new computer system may improve
the airplane's chances even if it is less
safe than computers used in commer-
cial airplanes. Similarly, in the design
of a fly-by-wire civillan aircraft, such as
the Airbus A320 or the Boeing 777, the
possibility that software may cause ac-
cidents has to be weighed against the
likelihood that it may avoid some mis-
haps that would otherwise be caused
by pilot error or equipment faiiure.

We believe that there are severe re-
srictions on the levels of confidence
that one can justifiably place in the reli-
ability of software. To explain this point
of view, we need to consider the differ-
ent sources of evidence that support
confidence in software. The maost obvi-
ous 15 testing: running the program, di-
rectly observing its behavior and remov-
ing bugs wheneyver they show up, In
this process the reliability of the soft-
ware will grow, and the data collected
can now generally be used, via sophis-
ticated stadstical extrapolaton tech-
nigues, to obtain accurate measures of
how reliable the program has become,

Unfortunately, this approach works
only when the reliability requirements
are fairly modest (say, in the range of
one failure every few years) when com-
pared with the reguirements often set
for criteal applications. To have confi-
dence at a level such as 10-# failure per
hour, we would need to execute the pro-
gram for very many multdples of 10%
hours, or 100,000 years. Clearly, this
task is not possible. In the time spans
for which it is feasible to test, assurance
of the safery would fall many orders of
magnitude short of what {5 needed.

The problem here is a law of dimin-
ishing renirns. When we continue de-
bugging a program for a very long tme,
evenmually the bugs found are so “small"
that fixing them has virtually no effect
on the overall reliability or safery. Ed-
ward N. Adams of the IBM Thomas J.
Watson Research Center empirically an-
alyzed “bug sizes” over a worldwide
data base that involved the equivalent
use of thousands of years of a partcu-
lar sofrware system.

The most extracrdinary discovery was
that abour a third of all bugs found were
*5;000-year" bugs: each of them pro-
duced a failure only about cnce in 5,000
vears of execution (the rates from other
bugs varied by several orders of magni-
tude). These rare bugs made up a siz-
able portdon of all faults because bugs
that caused higher fallure rates were
encountered, and so removed, earlier.
Eventually, only the 5,000-vear bugs will
make the sysiem unreliable; and remov-






